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Secure Compliant Process Improvementg

* Processes have resisted automation because...
— reliance on paper
— dependence on a human signature
— involve sensitive information

* Leverage advanced technologies to enable E-
Government processes

— ldentity and Access Management
— Information sharing and collaboration

« Combine technology and policy expertise to:
— Improve operational efficiency
— Reduce fixed and variable costs
— Improved system security
— Facilitate information sharing




Internet Security Pop Quiz

(@) Movies on Facebook - Mozilla Firefox
File Edit Miew History Bookmarks Tools Help

r c ﬁ' - http://apps.facebook.com/flixster/quizfq=720625&Fflow= quizflsrc=nfgrifive_QHLx &nfinvitor=3 1.7 ' "l'_ Google

£ Most Visited || Getting Started 5, Latest Headlines

:-G Movies on Facebook [ - |

Question 1
Which is a data breach?

() Cool pants with a built in 32GB Cruzer
: Find Out Peoples Password
() Someone took your data & you know about it Remote Monitoring Password Finder.

() Someone took your data & you don’t know about it  View Other Peoples Passwords, $89
- www_FemoteSpyware.com

Question 2
Why is this guy relevant?

Sponsored Links

Is Your Spouse Cheating?
Find out what your spouse or

) . children are doing online!
() He spends too much on birthday parties? www._needapassword.com

() He stole 45 million card numbers from T) Maxx _ ]
Find Email Passwords

(0 He stole 130M card numbers from Heartland Record all passwords with PC

Payment systems Magazine Editors’ Choice.
www_SpectorSoft.com

Question 3
Hacking an email password is a?

() Poor manners

Q A felony MNofe: you will need to add the application to save your results.




Key Challenges

How do you provide...
v Remote access

v’ Ease of use

While ensuring that...

v’ Data at rest is secure

v’ Data in motion is secure

v" Only authorized users are granted
access

To maximize...

v Adoption

v Return on Investment (ROI)




High Profile Data Breaches...

and Lessons Learned




What is a Breach?

Section 13400, American Recovery and Reinvestment

Act of 2009—

“the unauthorized acquisition, access, use, or disclosure of

protected health information which compromises the
security or privacy of such information, except where
an unauthorized person to whom such information is
disclosed would not reasonably have been able to
retain such information.”

Proposed Section 318.2 FTC regulations—
"with respect to unsecured PHR identifiable health

information of an individual in a personal health
record, acquisition of such information without the
authorization of the individual. Unauthorized
acquisition will be presumed to include unauthorized
access to unsecured PHR identifiable health
information unless the vendor of personal health
records, PHR related entity, or third party service
provider that experienced the breach has reliable
evidence showing that there has not been, or could not
reasonably have been, any unauthorized acquisition of
such information.”

The state of
California was the
first state to
require that
institutions notify
individuals that
their personal
information had
been compromised
as aresult of a
data breach.
Breach is defined
in California Civil
Code, §1789.82 (d)




Recent Data Breach Incidents

UniTED STATES TJX —
THE TIX COMPANIES, INC. '?:ﬁ H e o rt I Q n d

DEPARTMENT OF VETERANS AFFAIRS

2006 2007 2009

PAYMENT SYSTEMS®




Impacts... Don’t ignore them

Notice of suspected or
confirmed breach

Data setup
Q Print merge
Postage

Data Analysis/Forensics

$15 per month

Card Reissuance
Printing
Postage




Federal Response

OMB Memorandum M-06-16
Protection of Sensitive Agency Information
Released on June 23, 2006.

Guidelines for the protection of sensitive
information located on federal agency computers
and networks.

(JRecommends that all data on mobile computers
be encrypted, remote access to agency networks
require two-factor authentication, a time-out
function be applied for remote access of networks,
and that all data extracts holding sensitive
information be deleted within 9o days of their

receipt, unless there is a need to keep them longer.
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Federal Response

OMB Memorandum M-06-19
Released on July 12, 2006.

Guidelines for reporting incidents where loss of PII
is confirmed or suspected.

JAllincidents involving Pll must be reported to the

DHS Incident Response Center (US-CERT) within
one hour of their discovery. Within one hour, US-
CERT passes the information on to the appropriate
ldentity Theft Response Team.

JThe agency making the initial report is not to
distinguish between confirmed or suspected PII
breaches.
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Federal Response

OMB Memorandum M-07-16
Released on May 22, 2007.

Safeguarding Against and Responding to the
Breach of Personally Identifiable Information.
Breach Notification Policy.

JAgencies must develop breach notification policy.

JExternal Breach notifications (Determining

“*Harm")
(JNature of the data elements
LINumber of individuals affected

LLikelihood that information is accessible and usable
dWill it lead to harm?
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Responding to a Data Breach

Communication Guidelines for merchants

1.

Consider a Breach Likely — and Prepare
Accordingly

Be Accurate And Be Fast

Be Open, Honest and Transparent
Be Accountable — Always

Get the Word Out — Be Thorough

"The key lesson of the [major retailer] security breach, may be
that it is impossible to prevent data crimes against the card
system. The ease of access to valuable consumer information,
the considerable rewards for stealing it, the failure of law
enforcement to prevent it, and the increasingly pr_ohit:.itive cost
of protecting it all militate against any easy solution.




Heartland's approach

r
2) Heartland Payment Systems - Mozilla Firefox

. (4
75 Iden
5]
il Heartland

The Highest Stondords | The Most Trusted Transactions

Home | Merchant Information | Consumer Information | 200% Breach Updates |

eir effort to bring to justi
nitrment and persister

WWW.2008Breach.com




Key Lessons Learned

Preparation for a breach and immediate response is
essential

A suspected event can be as damaging as a
confirmed event

The cost of a data breach can be quantified and used
to justify budget/spending plans

Secure data retention is key

— Defense in depth

Leverage existing enterprise services (Perimeter, Patching,
Backup)

De-identified data / encryption
Collection/pruning/grooming
Log files too!




E-Authentication and lIdentity
Management




Ensuring only authorized access...

Authentication challenges
include:

D proofing

Registering/enrollment
Provisioning / Issuance

nitial activation

Administration /lost
nasswords

Hacked accounts
e |dentity Theft
“A Race to be second”




The Commercial Landscape

Multiple Service Delivery
Channels
“Call, Click, or Visit”

Opt-in for authentication
security

User experience is critical
factor, corporations wants
to be viewed as
“mainstream”

And...

Security is used as a
marketing tool

Bankof America "‘5*?'

General Growth

Mare than 250 million active users

More than IEEI million use on acebook at least once each day
Maore than two of ook users are outside of college

The fastes t:|r wing demographic is th se 35 years old and older

User Engagement

Average user has 120 friends on the site

Mare than 5 billian min spent an Facebook each day (worldwide)
More than 30 million u ate their statuses at least once each day
More than & million users become fans of Pages each day




Getting Remote Access Right

=
AL Just Right Too hard




Remote Access Lifecycle

 THREAT eAdoption depends on

usability
Audit Initial
uai Enrollment

_ *E-Authentication
THREAT
THREAT‘ ‘ analysis must include a

Suspens_lon, Subsequent visits stron g focus on initial
Revocation, to agency

Reissuance application reg istration and

Process

M-04-04 identity proofing
E-Authentication *
THREAT

eConvenience depends

Periodic System Verification of on ﬂex|b|||ty and
Tests ID credential e
reusability

1 I Long term . k
Transaction
Records
Management
Manageme




Threats: Phishing, Vishing, and Smishing

=
Bankof Ameries %@ Higher Standards

IRS .gov Internal Revenue Service |

Verification of your current

— Inheritance/Lotto winnings g
— Tax Refunds

Dept. of Veterans Affairs

limited, Please update y

industry leader in safe and secure online banking

carely,

Bank of America Customer Service

National Highway

***** Handle Regli

NHTSA Transportation Safety s
www.nhtsa.gov Ag e n Cy

+ This E-Mail Equipped To

— Cash for clunkers websites

N.A. Member FDIC. Egusl Housing Lenger

f America Corperati Al Rights Reserved,

facebook Facebook
— Collecting logon credentials




Threats “Password

Website 4 ith the

Come




A few solutions... Today

Leverage in-person presentation as trust anchor

Establish/maintain trusted communication
channels with users— email, SMS, phone

/

Keep the user informed...and allow “self policing’

— Recent logons, Transactions
— Change in communication channel address(es)

Make your policies well known (We will Never...!)

— To your users
— To your trading partners

Periodic independent assessment
Stay vigilant




A few more solutions

Allow 2" factor authentication mechanisms OTP

Enable alternate input methods
SSH

Site Validation

Extended Validation Certificates

Challenge questions

Or possibly ...




Internet Security Pop Quiz

(@) Movies on Facebook - Mozilla Firefox
File Edit Miew History Bookmarks Tools Help

r c ﬁ' - http://apps.facebook.com/flixster/quizfq=720625&Fflow= quizflsrc=nfgrifive_QHLx &nfinvitor=3 1.7 ' "l'_ Google

£ Most Visited || Getting Started 5, Latest Headlines

:-G Movies on Facebook [ - |

Question 1
Which is a data breach?

%Lool pants with a built in 32GB Cruzer
: Find Out Peoples Password
Someone took your data & you know about it Remote Monitoring Password Finder.

- Someone took your data & you don’t know about it  View Other Peoples Passwords, 589
- www_FemoteSpyware.com

Question 2 _
: . Is Your Spouse Cheating?
?
Why is this gu‘}, relevant: Find out what your spouse or

) . children are doing online!
{He spends too much on birthday parties? www._needapassword com

He stole 45 million card numbers from T) Maxx
J Find Email Passwords

i,
He stole 130M card numbers from Heartland Record all passwords with PC

Payment systems Magazine Editors’ Choice.
www_SpectorSoft.com

Sponsored Links

Question 3
Hacking an email password is a?

() Poor manners

(q) A felony MNofe: you will need to add the application to save your results.




Contact Information

Internet

Steve.Bruck@BruckEdwards.com

www.BruckEdwards.com

Offices

530B Huntmar Park Drive Suite G
Herndon, Virginia 20170

Tel: 703-286-5311 x101
Fax: 703-286-5312




